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Maintain a Transaction Monitoring Program
A reasonably designed program for the purpose of monitoring transactions after their
execution for potential BSA/AML violations and Suspicious Activity Reporting. The supporting
system, which may be manual or automated, must, at a minimum, where applicable:



Be based on the risk assessment of the institution;



Be reviewed and periodically updated at risk-based intervals to take into account
and reflect changes to applicable BSA/AML laws, regulations and regulatory
warnings, as well as any other information determined by the institution to be
relevant from the institution’s related programs and initiatives;



Appropriately match BSA/AML risks to the institution’s businesses, products,
services and customers/counterparties;



BSA/AML detection scenarios with threshold values and amounts designed to detect
potential money laundering or other suspicious or illegal activities;



End-to-end, pre-and post-implementation testing of the Transaction Monitoring
Program, including, as relevant, a review of governance, data mapping, transaction
coding, detection scenario logic, model validation, data input and program output;



Documentation that articulates the institution’s current detection scenarios and the
underlying assumptions, parameters and thresholds;



Protocols setting forth how alerts generated by the Transaction Monitoring Program
will be investigated, the process for deciding which alerts will result in a filing or
other action, the operating areas and individuals responsible for making such a
decision, and how the investigative and decision-making process will be
documented; and



Maintain a Watch List Filtering Program
A reasonably designed filtering program for the purpose of
interdicting transactions that are prohibited by federal
economic and trade sanctions, and that includes the following,
where applicable:



Be based on the risk assessment of the institution;



Be based on technology, processes or tools for
matching names and accounts, in each case based on
the institution’s particular risks, transaction and
product profiles;



End-to-end, pre- and post-implementation testing of
the Filtering Program, including, as relevant, a review
of data matching, an evaluation of whether the
Office of Foreign Assets Control sanctions list and
threshold settings map to the risks of the institution,
the logic of matching technology or tools, model
validation, and data input and program output;



Be subject to on-going analysis to assess the logic and
performance of the technology or tools for matching
names and accounts, as well as the OFAC sanctions
list and the threshold settings to see if they continue
to map to the risks of the institution; and



Documentation that articulates the intent and design
of the Filtering Program tools, processes or
technology.

Be subject to an on-going analysis to assess the continued relevance of the detection
scenarios, the underlying rules, threshold values, parameters and assumptions.

Each Transaction Monitoring and Filtering Program must require the following, where
applicable:



Identification of all data sources that contain relevant data;



Validation of the integrity, accuracy and quality of data to ensure that accurate and
complete data flows through the Transaction Monitoring and Filtering Program;



Data extraction and loading processes to ensure a complete and accurate transfer of
data from its source to automated monitoring and filtering systems, if automated
systems are used;



Governance and management oversight, including policies and procedures
governing changes to the Transaction Monitoring and Filtering Program to ensure
that changes are defined, managed, controlled, reported and audited;



Vendor selection process if a third party vendor is used to acquire, install, implement
or test the Transaction Monitoring and Filtering Program or any aspect of it;



Funding to design, implement and maintain a program that complies with the
requirements of the regulation;



Qualified personnel or outside consultant responsible for the design, planning,
implementation, operation, testing, validation and on-going analysis of the
Transaction Monitoring and Filtering Program, including automated systems if
applicable, as well as case management, review and decision making with respect to
generated alerts and potential filings; and



Periodic training on the program.

Click here for the full regulation.

Annual Board Resolution or Senior Officer Compliance Finding
Each regulated institution must adopt and submit to the
Superintendent a board resolution or senior officer compliance
finding by April 15 of each year. (Attachment A – provides a
form)
Each regulated institution must maintain for examination by DFS
all records, schedules and data supporting adoption of the board
resolution or senior officer compliance finding for a period of
five years.
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